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OVERSIGHT: Security of the New York City Water Supply


On September 13, 2004, the Committee on Public Safety, chaired by Council Member Peter F. Vallone Jr. and the Committee on Environmental Protection, chaired by Council Member James F. Gennaro, will hold an oversight hearing on the current status of security measures for the New York City water supply system.  Those expected to testify at the hearing include the Department of Environmental Protection, a representative of the Westchester County Executive’s Office and other interested groups and individuals.

Background: New York City Water Supply System


The New York City Water Supply System provides approximately 1.4 billion gallons of unfiltered water to over 8 million New York City residents, around 1 million people residing in Westchester, Putnam, Orange and Ulster counties, as well as millions of tourists and commuters visiting the City throughout the year.
  The New York City watershed covers an area of approximately 1,972 square miles in the Catskill Mountains and the Hudson Valley.  It is divided into two reservoir systems: the Catskill/Delaware watershed located west of the Hudson River and the Croton watershed, which is located east of the Hudson River.   The Catskill Water Supply system, together with the Delaware Water Supply System, consists of six (6) reservoirs, covers 1,600 square miles and supplies 90% of the water to New York consumers.
  Although the Catskill watershed and Delaware watershed are two distinctive and separate watersheds, they are referred to as the Catskill/Delaware watershed since both flow into one reservoir, the Kensico Reservoir in Westchester, before being distributed to consumers.  The Croton Water Supply System consists of twelve (12) reservoirs and three (3) controlled lakes, spans 375 square miles and comprises approximately 10% of New York’s daily water supply.
 The City’s water distribution infrastructure consists of two (2) distribution reservoirs (Jerome Park Reservoir in the Bronx and Hillview Reservoir in Yonkers), three (3) major in-city water tunnels, eight (8) drinking water pumping stations, forty-five (45) groundwater wells, the world’s two largest underground storage tanks and around 6,890 miles of water main.
 


The New York City Department of Environmental Protection (DEP) is charged with the responsibility of protecting and operating the water supply system of these reservoirs, 400 miles of aqueducts and numerous chambers and facilities that supply the City’s drinking water.  In addition to the upstate surface water supply, over 300,000 people in Southeastern Queens receive drinking water from a series of thirteen (13) wells.

Current Security Measures of the DEP


For its responsibility in protecting the water supply, the DEP has in place a police division, frequently referred to as the Watershed Police.  This division works with the Bureau of Water Supply’s Protection Unit (under Operations and Engineering), DEP Legal Affairs, the New York City Law Department and State and local police and law enforcement agencies to protect the watersheds.  The DEP police department is divided into two units, the Patrol unit and the Environmental Enforcement unit.  The Patrol Unit of uniformed officers monitors activities in and around the reservoirs, 24 hours a day, 7 days a week, working out of seven precincts.  The Environmental Enforcement Unit is responsible for enforcing watershed regulations and conducting environmental crime investigations.  
As a part of its overall effort to increase security, DEP recently opened five new precincts and a training center, bringing state-of-the-art technology to environmental policing.
  In November of 2002, the DEP created the Environmental Police Academy, completely fitted with classrooms, environmental investigations practical training field, staging areas, off-road emergency courses and police firing ranges.  Recruits for the DEP police take the same written, physical and psychological tests and undergo the same background check as New York Police Department candidates, followed by 1,000 hours of training – in environmental law, the study of the water supply’s infrastructure and counter terrorism, among other issues.  Since 2002, the size of the DEP police has increased from 75 to 219, who have full law enforcement powers,
 supplement local police in day-to-day public protection and community service, and consult regularly with local, state and federal authorities in threat evaluation.
  There has also been a 25% increase in starting salaries, which serves as an added incentive to retain officers.
  In addition, in accordance with federal and state legislation, a complete vulnerability assessment has been conducted of the entire water system by the U.S. Army Corps of Engineers.
  

Technological upgrades such as closed circuit and infrared video cameras and intrusion detection systems will allow the Watershed police to shift officers from fixed-post duties to roving patrols, enhancing their surveillance capabilities.  Commissioner Ward confirmed these improvement tactics at the February 3, 2004 hearing of the Committee on Environmental Protection.  He further testified that the Watershed police “had added ATVs, bicycles, a k-9 unit and a SCUBA unit, who are now deployed in a much more proactive community base and facility base, rather than a fixed base approach.”
  Along with constant boat patrols, aqueducts are toured with all-terrain vehicles, and a contracted plane and helicopter provide an aerial view of reservoirs from Upper Manhattan to the western edge of the Catskill Mountains.
  Officers originally sported a whistle, a nightstick and a .38 revolver.  Today’s Watershed police rely on tickler wire, night-vision equipment and bomb-sniffing dogs.
  Other security initiatives include the closing of certain parts of the water supply system that were once open to the public, including the roadway over the Kensico Dam.
    In addition to these security measures, the DEP continues to spend millions to implement recommendations set forth by the U.S. Army Corps of Engineers, as well as other issues.
Threat of Contamination and Infrastructure Damage


Until recently, sabotage to water and wastewater systems has not received much publicity as a viable threat, and safe and sustainable water has been taken for granted.  However, in light of the events of September 11th, sabotage has not only been considered a viable threat, but a plausible one.  It is therefore imperative that the City of New York and the surrounding counties that own and operate water supply systems determine what weaknesses may exist, what measures should be taken to prevent acts of sabotage, vandalism or terrorism and be prepared with a well-tested plan.  Acts of contamination could occur at reservoirs, intake structures, or treatment plants or within the distribution system.


The Army Corps of Engineers conducted a study of the New York City Watershed in 1998 and updated their assessments after September 11th.  The most recent assessment concluded that the watershed is so vast – almost 2,000 square miles of reservoirs, aqueducts, rivers, streams, and wetlands – that due to dilution, it would be quite difficult to contaminate.
  Nonetheless, the Army Corps believed that new measures were still very necessary to ‘harden’ the Watershed’s security.
   

Aside from contamination concerns, infrastructure damage is the other critical element that could have potentially disastrous outcomes.  In the days after September 11th, security experts from both the Army Corps of Engineers and the Federal Bureau of Investigation identified several vulnerable points that included huge intake valves in the North Bronx and North Brooklyn for their central network of water flow and the Jerome Park Reservoir in the Bronx and the Hillview Reservoir in Yonkers, located in busy neighborhoods making them easily accessible.
  Vulnerability also lies in the multiple Wastewater Treatment Plants, pipelines and pumping stations where explosive devices or backflow contraptions could cause significant damage.
     

The press has also picked up on the possibility of bioterrorism, resulting in several articles criticizing the lack of security provided at the City’s critical water supply structures.  According to these news stories, some of the key elements that need to be addressed include the huge responsibilities weighted on the shoulders of the DEP’s small police force that has previously been plagued by low staffing, high turnover, poor morale and lack of equipment.
  Insiders claim that despite the DEP’s current efforts in tripling its staff, building new precincts and the new DEP Police Academy’s intensive training courses, security is still not adequate.  Also, it has been reported that a round-the-clock perimeter patrol is nonexistent, and while new fences have been installed in certain locations, some reservoirs still have no motion sensors, surveillance cameras or basic lights.  The DEP blames the local zoning boards where the reservoirs are located for dragging their feet on approving security upgrades.
  

Another factor that has some City officials concerned is the numerous claims that the current security practices fall considerably short of meeting federal and state guidelines.  Specifically, one report found that security at the facilities failed more than half of the 21-point checklist items marked by the U.S. Environmental Protection Agency (EPA) and the New York State Department of Health (DOH).  The list included checking windows, doors, fencing and site construction.
  Yet another concern is the ease with which information about facilities, including very detailed maps, could be gathered from public records and the Internet.

Current Legislation and Regulations


The federal and New York state governments have promulgated legislation and directives in recognition of the increased need to protect the nation’s water supply from terrorist attacks.  At the national level, The Department of Homeland Security has issued the following relevant directives: 

· HSPD 7: Critical Infrastructure Identification, Prioritization, and Protection: “EPA is designated as the sector specific agency responsible for infrastructure protection activities for the nation’s drinking water and wastewater systems.  Additionally, the Water Security Division has been tasked with developing a water sector specific plan as input to the National Infrastructure Protection Plan identifying assets, vulnerabilities, strategies and evaluating effectiveness of the program”

· HSPD 8: National Preparedness: “policies are established to strengthen the preparedness to prevent and respond to threatened or actual domestic terrorist attack, natural disasters or other emergencies by establishing mechanisms for improved delivery of federal assistance to state and local governments” 

· HSPD 10: Biodefense for the 21st Century
: “provides directives to further strengthen the Biodefense program through threat awareness, prevention and protection, surveillance and detection, and response and recovery” 

Additionally, the Public Health Security and Bioterrorism Preparedness and Response Act (Bioterrorism Act) of 2002 denotes the responsibilities of the EPA, local environmental protection agencies and the water sector.  Specifically, Title VI of the Act requires that every community water system serving more than 3,300 persons:

· Conduct a vulnerability assessment

· Certify and submit a copy of the vulnerability assessment to the EPA Administrator

· Prepare and revise an emergency response plan based on the results of the vulnerability assessment 

· Certify to the EPA Administrator, within 6 months of completing the assessment, that an emergency response plan has been implemented or updated.

In August of 2002, the State of New York passed legislation that required water supply emergency plans to include an analysis of vulnerability to terrorist attack and further required that existing plans, currently filed with the DOH, be revised to include analyses of threats from terrorist attacks.
  
1999 Report: Cops in Cuffs


In February 1999, Riverkeeper, Inc., an independent environmental organization, issued a report on the DEP Police force and the failure of environmental enforcement and security in the New York City Watershed.  With respect to security, the report cites the following recommendations:

· DEP should increase staff and step up promotions for existing officers in order to keep trained personnel on staff

· DEP must increase police wages

· DEP should erect highway signs denoting watershed boundaries

· DEP police units should be adequately equipped with updated technologies

· DEP police should be provided with safe and adequate automobiles

· DEP police should be provided with boats for reservoir patrol

· DEP police should have an aerial patrol unit

· DEP police should investigate and ticket all polluters

· DEP’s hotline should be routed through the DEP police switchboard

· DEP should protect its officers from internal harassment

· DEP police should report directly to the DEP Commissioner

Specifically, to guard against the increasingly real threat of a terrorist attack, the report has the following recommendations:

· The city should beef up security against vandalism and terrorism

· DEP should develop contingency plans for detecting contaminants and repairing aqueducts damaged by failure or terrorism

· Increase the manpower to address the shortages that have compromised DEP’s security mission

Issues and Concerns


Eight million people in New York City and a million more in upstate communities (more than one-half the population of New York State) rely on the City water supply system.  The reservoirs, aqueducts, treatment plants and multiple other channels for water flow make this system a vulnerable target for terrorism and vandalism with potential consequences of contamination and infrastructure damage.  

Concerns stem from press items, government reports and studies conducted by security experts questioning the lack of safety measures in and around the City’s water supply.  Although the DEP has already set in motion various security improvements such as increasing the size of their police force and number of patrol vehicles, improving DEP police training and updating their technology and equipment, weaknesses still remain.  The Committees expect to learn about the specific steps taken thus far, adherence to expert recommendations, where security still remains inadequate and how to address those limitations at today’s hearing.   
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